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NMOCTAHOBJIEHHE KAPA
« Ay Eiteed’  2023r. Ne 777
O0 yTBepaeHHW pernaMeHTa Mo aHanusy M
YCTAHOBKE OOHOBJICHUIA 0esonacHocTH
NpOrpaMMHBIX, NporpaMMHO-annapaTHbIX

CPEACTB  3aWMThl  uHPOpMALUHH W HHOTO
nporpaMMHOro obecneyeHus

Bo ncnonHerny nucbMa MuHHCTEpeTBa UMGPOBOro pasBuTHA rocyaapcTBEHHOrO
ylpaB/IcHUsA, WHGOPMALMOHHBIX TeXHONorHii W cBa3M PecryOnamku Tarapctan ot
09.06.2023r. Ne 14-4/2922, UcnondHTeNBHBIH KOMUTET ArpHI3CKOr0 MYHHLIHUMAIBEHOTO
paitoHa PecniyOnuku Tatapcran

[NTOCTAHOBJIIET:

1. YTBEpOHTE pernaMmeHTt o aHaaum3y U YCTaHOBKE OOHOBIEHHI ©O€30MacHOCTH
MPOTPaMMHBIX, MNPOrPaMMHO-ANNapaTHBEIX CPEJCTB 3alllMTHl MHQOpPMalUMKW W HHOTO
[porpaMMHoOro ofecrneucHus (npuiaraeTcs).

2. Hacrodiliee nmocTaHoBNeHHE pa3MecTUTh Ha OQUIHAIBEHOM caifTe ATpbI3CKOTO
MYHHIMIANBHOTO paiioHa Pecny6bnuku TatapcTan 1o BeO-aapecy:
https://agryz.tatarstan.ru B UHGOPMAIIHOHHO-TENEKOMMYHHKALMOHHOH ceTn MHTepHeT.

3. KoHTpons 3a HCHOAHEHHWEM HACTOSIIErG MOCTAHOBJAEHUA BOIIOKUTE Ha
3aMECTUTENSA PyxoBoaurens HcnoTHUTENBHOTO KOMUTETA ATpBI3CKOrO
MYHUUHNATBHOTO paiiona Pecnybmmku TaraperaH.

PyxoBoautenn / JL.®. Hyprasinos



YTBepiKaeH
NOCTaHOBJASHHEM HCNOMHUTENBHOrO KOMUTETA
ATpPBI3CKOr0 MyHHUHNANBHOTO paiioHa
PecniyOnuku TatapcraH

or 21.06.2023 Ne 175

PernameHT

N0 aHAJTH3Y H YCTaHOBKe 00HOB/IeHHIi 5e30MacHOCTH NPOrpaMMHBIX, POrPpaMMHO-
annapaTHbIX CPEICTB 3aIHUTHI HHPOPMAIHH H HHOTO MPOrPAMMHOT0 o0ecnevyeHHs

OBIIHUE ITOJOKEHHA

1.1. HacTosmuii perIaMeHT 10 aHATU3Y U YCTaHOBKE OOHOBIEHUI 0€30IMacHOCTH
IIPOTPAMMHBIX, IIPOIPAMMHO-ANIIAPATHBIX CPEACTB 3AUMTHl MHGOPMAUUU W HHOTO
IIporpaMMHoro obtecneueHus (manee — Pernmament) pa3pa0oTaH B COOTBETCTBHUH €
Metonukoil TecTHpoBaHUs OOHOBJIEHHHM 0€30MacHOCTH IPOrpPAMMHEBIX, ITPOTrPaMMHO-
anmnapartHeIx cpeacts yreepskaeHHON OCT3K Poccuu ot 28 oxtadpa 2022 T

1.2. PerslaMeHT OnNpenenseT MopAmoK M COOEpsKaHue padoT MO TECTUPOBAHMED
NPOTPAMMHOrO OOECMEeYeHHs, B TOM YMCIE€ ¢ OTKPHITBIM MCXOOHBIM  KOJOM,
IPEIHA3HAYECHHOTO A1 YCTPaHEHHsl VYSA3BUMOCTEH MPOrpaMMHBIX, MOPOrpPaMMHO-
anIapaTHeIX CpeacTB (manee — OOHOBIEHHS O€30MacHOCTH), MPUMEHACMBIX B
HHPOPMALMOHHBIX  CHCTEMAaX, HWH(POPMALUUOHHO-TEICKOMMYHUKALUMOHHBIX — CETAX,
ABTOMATH3HPOBAHHBIX CUCTEMAX YITPABICHUA, B TOM YKCNe QYHKIMOHUPYIOUIUX Ha 0a3e
HH(POPMALIMOHHO-TEICKOMMYHUKALIMOHHOH HMHQPACTPYKTYpPhl LEHTpPOB 00paboTKU
JAHHBIX (Janee — HHPOPMALUHOHHBIE CHCTEMEI ).

PernaMeHT MCMONB3YETCA AN TECTUPOBAHUS MHBIX OOHOBJICHUI MPOrpaMMHBIX,
IIPOrPAMMHO-ANIIAPATHBIX CPEACTB MO PELICHHIO oneparopa  HMHQOPMALMOHHOMH
CHCTEMBI.

1.3, Hacrogmuii  PermamMeHT  MOANEKUT  NPUMEHEHUK)  OIEpaTopamu
WH(POPMAIIMOHHBIX CUCTEM IPH MNPUHATHH HUMH MEP MO YCTPAHEHHUK) YA3BUMOCTEH
IIPOTPAMMHBIX, MPOTPAMMHO-ANMNAPATHBIX  CPEeOCTB  MH(POPMALMOHHBIX  CUCTEM
B COOTBETCTBHMM C TpeOOBaHMAMH O 3a0IMTe HHPOPMaUMM, COAEp:Kaleica
B TOCYJapCTBEHHBIX WH()OPMAIIMOHHBIX CHCTEMaX, TPeOOBAHMSIMHU MO O0ECIECYEHUIO

0€30IaCHOCTH 3HAYUMBIX OOBEKTOR KPHTHUYECKOH HHPOPMaUOHHON HHPPACTPYKTYPHEI



Poccmiickoit @epepaupv, a TaKKE WHEIMH HOPMATUBHBIMH IIPABOBBIMM AKTAMH
H MeToauueckuMu goxkymentamu PCTOK Pocenn.

1.4, VcTpaHeHHE YABUMOCTeM B CepPTUQUIMPOBAHHBIX MPOTPAMMHBIX,
IPOTPaMMHO-AMIAPATHRIX  CPEACTBAX  3AIIMTHL  MHQOpPMAlUM  00ECMEUYHBACTCA
B MPUOPHTETHOM MOPAIKE W OCYLICCTBIACTCS B COOTBETCTBHM € SKCILUTYaTALMOHHOM
JOKYMEHTAIMEN Ha HUX, A TAKXKE C PEKOMEHJAIMAME pa3paloTyuKa.

1.5. PemieHne o0 yCTaHOBKE NPOTECTUPOBAHHBIX OOHOBISHUH O€30MacHOCTH
IIPUHUMACTCA ONEpPAaTOPOM HH(OPMALMOHHON CHCTEMBI € YYETOM DE3YJIBTATOB
TECTUPOBAHUSA W OUCHKH PUCKOB HAPYIICHUA (PYHKUMOHUPOBAHUA HMHGMOOPMALMOHHOMN
CUCTEMBI OT YCTAHOBKH TAKUX OOHOBIICHMUIA.

1.6. B PernamMeHTe MCIONB3YVIOTCH TCPMUHBI U ONpPEICICHUS, YCTAHOBRJICHHEIC
HaupoHAIBHBIMU cTangapTaMu ['OCT P 50922-2006 «3awuTta unhopMauuu. OCHOBHBIC
TepMuHbL U onpeaeacHus», [OCT P 56545-2015 «3amura uHGopMaMy. Y I3BUMOCTH
nHpopMaMoHHEIX cucTeM. [IpaBuna onucanus ys3umoctei», [OCT P 56546-2015
«3amyTa MHQOPMALMH. YSA3BUMOCTH HHGPOPMALMOHHBIX cHCTeM. Kiaccubpukauus
YA3BUMOCTEN WHPOPMAIIMOHHBIX CUCTEM» M MHBIMH HAUWMOHATBHBIMU CTAHJAPTAMHM B

00TacTy 33U TH! HHQOpMALMH H 00eCTIEYeHHs HH(POPMALOHHOH (€30MacHOCTH.



TTOPAIOK AHAJIM3A OBHOBJIEHWHN BE3OITACHOCTU [TPOTPAMMHGIX,
[TPOI'PAMMHO-AITIIAPATHBIX CPEACTB

2.1. AHanu3 o0HOBJIEHUH BE30IACHOCTH IPOBOAUTCH € LEIBIO CBOCBPEMEHHOTO
BBIIBICHWS B HHUX [OTGHUHAIBHO ONACHBIX (PYHKIHMOHANBHBIX BO3MOMKHOCTEH,
HE3aASKIapUPOBAHHBIX  pa3palOTUMKOM TMPOTPAMMHEIX, IPOrPaMMHO-aNnapaTHbIX
CPEIOCTB, B TOM WYHCJE IIOJHTHYECKHX OaHHEPOB, JIO3YHIOB, NPU3BIBOB WU WHOMN
IIPOTHBONPABHOH HH(OPMALMH (JaNee — HEAEKJIAPUPOBAHHBIE BO3MOKHOCTH ).

2.2, AHaqu3y mnoanekar OOHOBAGHHS O€30MAaCHOCTH, HANPABACHHBIE Ha
YCTPAHEHHE YA3BUMOCTEH, YPOBEHb KPUTUYHOCTH KOTOPBIX ONMPEACICH B COOTBETCTBHH
¢ MeTonukoi TecTupoBaHHsA OOHOBIEHHH 0€30MAaCHOCTH MIPOrPAMMHBIX, IIPOTPAMMHO-
anrnapartHelx cpencts yreepkaeHHol OCTIOK Poceuu ot 28 oxtadps 2022 r.

2.3, Ing menedl HACTOALIETO PETIAMEHTA K MPU3HAKAM HEOEKIApPUPOBAaHHBIX
BO3MOXKHOCTEH OOHOBIIEHUH O€30IIACHOCTH OTHOCATCA:

a) IOMBITKH 00 pallieHui K (aiinoBoii cuctemMe, asaM JaHHBIX, 37IEKTPOHHOH IOYTE
U Apyro#l uHQOpMalyH, HE HMMEIIIUE OTHOLICHUS K (PYHKIHOHANY OOHOBIAEMBIX
IIPOTPAMMHBIX, POTrPAMMHO-ANNAPATHEIX CPEACTB;

0) HETOKYMEHTHPOBAHHBIE O0pallieHHs K CTOPOHHUM (HEU3BECTHHIM ONEpaTopy)
CeTEeBBIM ajJpecaM W JOMEHHBIM HMEHAM, HE OTHOCAIMMCA K  OIEPaTopy
HHPOPMALMOHHOH CHCTEMBI;

B) CHCTEMHBIE BBI30OBBI, XapakTEpHbIE ISl BPEIOHOCHOIO IPOrPaMMHOIO
o0ecrnieueHrs (HAampuUMEp, IONBITKH 3arpy3ku M3 cetu «lMHTepHeT» OMOIHOTEK H
IIPOTPAMMHBIX ITAKETOB, HE MMEKOIIUX OTHOLICHUS K (PYHKUHOHATY MPOTPAMMHOIO
OoOeCneUeHns, NOMBITKH IIEPEXBaTa CETeBOr0 TpagHka APYrore MporpaMMHOrO
o0ecrneUeHrs, TMOMBITKM MOHHTOPHHra JEHCTBUI MONb30BATENEH ¢ ApPYTUM
IIPOrPAMMHBIM OOECICUEHHEM ),

I') NOTCHUMATBHO OIIACHBIE H3MEHEHHA B (ANIOBOI CHCTEME B PE3yJIbTaTEe
YCTAHOBKH OOHOBJIEHHS, B TOM YHCIE 3arpy3Ka M YCTAHOBKA HETOKYMEHTHPOBAHHEIX
IPOrPaMMHOrO O0ECIeUeH s, ApaliBepoB U OMOMMOTEK, HE UMEKUIMX OTHOLIEHHS K
(pyHKIHOHATY OOHOBIAEMOTrO NPOTPAMMHOIO, MPOTPAMMHO-AIINAPATHOrO CPEACTBA;

A) W3MEHEHHS KOH(pUIypauuu Cpeabl (YHKIHOHUPOBAHHUS, HE HMEIOIIHE
OTHOLIEHHS K OOHOBISIEMOMY IIPOTPaMMHOMY, MPOTrPaMMHO-AMNApaTHOMY CPEACTBY

(Hanpumep, NOSBICHAE HOBBIX ABTOMATHYCCKH 3aTPYKAEMBIX IIPOTPaMM ),



¢) OTKIKYCHME CPEOCTB 3aluThl MHGOpMauud U (QYHKUIHHA O€30MacHOCTH
HHpOpMAaLINH.

24, Axamu3 OOHOBNEHHI  O€30MaCHOCTH  OpraHusyercs  (IIPOBOUTCH)
CIelMaIMCTaMU TI0 3aIUTe HHQOpMaLH (MH(DOPMAITMOHHON O€30MacHOCTH ) onepaTopa
HH(OPMALIMOHHON CHCTEMBI ( JaJIee — HCCIIeA0BATENE ).

2.5. AHanu3 oOHOBIEHUH 0€30MaCcHOCTH BKJIKOYAECT:

a) MOATOTOBKY K MPOBEICHUID TECTUPOBAHUA QOHOBIACHUIH O€30MacCHOCTH,

0) mpoBeACHHE TECTUPOBAHKA OOHOBICHHIT O€30MacHOCTH,

B) 0pOPMICHUE PE3YIBTATOR TECTUPOBAHUS OOHOBICHUI O30MaCHOCTH.

2.6. IloarotoBka K TMpOBEACHUK AHanu3a OOHOBICHUI Oe30MacHOCTH
IPEOyCMATPHBAET MNOJYYCHHE OOHOBJICHHS OC30MaCHOCTH M MOATOTOBKY CPEOEI
TECTUPOBAHUS.

CrocoOsI TIONYYeHUS OOHOBJIEHUI 0€30IaCHOCTH OMpPEaEISIHTCA
HCCEAOBATENEM, HCXOAS M3 €r0 BO3MOKHOCTEH, U HE PAacCMATPUBAKOTCA B JAHHOM
Pernamenre.

Ananu3 oOHOBIEHUI $€30MaCHOCTH MPOBOIUTCA B CIEIYIOIINX Cpeaax:

a) HCCAECAOBATENBCKOM CTEHAC, CHEIMATBHO CO3JAHHOM U1 TECTUPOBAHUA
OOHOBJICHHIT 0e30IIaCHOCTH HIIH HHEIX LENei;

0) TeCTOBOH 30HE MH(POPMALMOHHON CHCTEMEI ((IIECOYHHUIIEN );

B) HH(OPMAITMOHHO! CHCTEME, (DYHKIIMOHUPYIOIICH B IUTATHOM PEKUME,

Beibop cpeopl TecTHpoBaHHA OOHOBICHHMH 0O€30IACHOCTH  OCYLUSCTBISACT
UCCEAOBATEND, MCXOOA M3 €ro TEXHHYECKUX BO3MOMKHOCTEH M YIPO3 HapYLUCHUA
(bYHKIIMOHHPOBAHUSA UH(DOPMAHOHHOU CUCTEMEL.

2.7. Tlpn npoBedcHMH aHanu3a OOHOBJICHUWI ©0€30MacHOCTH B COOTBETCTBHH
C HACTOAIWMM PernmaMeHTOM OOJDKHBI NIPHMEHSATBHCS HMHCTPYMEHTAIBHBIE CpPEACTBa
aHaTM3a W KOHTPOJA, (DYHKIMOHANBHBIE BO3MOKHOCTH KOTOPBIX 00€CIMeYUBAKOT
peanu3aLnIo MOIOKEHHH HACTOALIETO PeriiaMenTa, MMEHIINE TEXHUYECKYIO MO JICPKKY
1 BO3MOYKHOCTD AJANTALKH (IOPadOTKH ) MO OCOOCHHOCTH MTPOBOAUMEIX TECTUPOBAHMIA,
CBOOOAHO PpacHIpOoCTpaHsEeMble B HCXOQHBIX KOJAAX MJIH CPEACTBA TECTHUPOBAHUSA
COOCTBEHHOH pa3paldoTku. PekoMEHAyeTCs NPUMEHATE UHCTPYMEHTANbHBIE CPeACTBa
AHAIM3a M KOHTPOJIA, HE UMEIOIIHE KAKUX-TUOO OrpaHWYEeHHH MO UX NPHUMEHCHHUIO,

afgantanuy (1opaboTky) Ha TeppuTopun Poccuiickoii Oeaepanuy.



COOEPKAHUE PABOT I10 AHAJIM3Y OBHOBJIEHHH BE30ITACHOCTH ITPOT PAMMHBIX,
[TPOI PAMMHO-AIITIAPATHBIX CPEACTB

O6wue TpeSOBAHHS K NPOBEACHHIO TECTHPOBAHHUS

3.1.1. B xoaoe mnpoBeacHUs aHanmu3a OOHOBICHHI O€30MACHOCTH OOJKHEI
BBINOJIHATECH CACOYIOLINE TECTHI

a) CBEpKa UASHTUYHOCTH OOHOBISHUH 0e30MacHOCTH,

0) IIpOBEpKa IOUIMHHOCTH OOHOBICHUH 0€30NacHOCTH;

B) AHTHBUPYCHEIH KOHTPOJL OOHORIEHUH 0€30MIaCHOCTH,

I') IOUCK OMACHBIX KOHCTPYKIMIA B 00HOBIEHUAX O€30TaCHOCTH;

A) MOHHMTOPUHI  AKTUBHOCTH  OOHOBIEHHN  O€30MACHOCTM B Cpele
(YHKIHOHUPOBAHNUA,

€) py4HO! aHanu3 OOHOBNEHUN Oe30IIacHOCTH.,

3.12. Ilpusenensuble B nyHkTe 3.1.1 Hacrosuuero PernameHTta TECTEI
BBIMOIHAKTCA 110 PELICHHIO HMCCICIOBATENS, MCXOOA M3 BO3MOXKHOCTH MOIYUYCHUA
oOHOBNEHNH O€30MacCHOCTH Pa3HBIMU CIIOCO0AMM W (WIM) U3 Pa3HBIX HCTOYHHKOB B
pacnakoBaHHOM  (pacliM(ppOBAaHHOM) BHAE, BO3MOKHOCTH HCCICAOBATENS IO
pacnakoBke (pacwndpoBaHnio) OOHOBICHMH ©O€30MAaCHOCTH, a TAKXKE HAJIUYMUA
HHCTPYMEHTAIBHBIX CPEOCTB AHATN3a (KOHTPOJIA) U HHBEIX TEXHUYECKUX BO3MOKHOCTENH.
[lo pe3ynpraTaM TECTHPOBAHUS WCCEAOBATEIb OMMUCHLIBAET PE3VABTATHL KAXKAOTO
IPOBECHHOTO TECTA.

3.1.3. B ciyyae BBISBJICHUA HMCCICOOBATEIEM NPU3HAKOB HEACKIAPUPOBAHHBIX
BO3MOYKHOCTEM B XOA€ MPOXOXKIEHHSA TECTA, OHM AOQMKHEI OBIThH MPOAHATU3UPOBAHEL

IyTeM PY4HOIO aHAIH3a OOHOBJIEHHH O€30IacHOCTH.



CBepka HACHTHYHOCTH O0OHOBJIeHHI 0€30MACHOCTH

3.2.1. Ceepka HOCHTUYHOCTH OOHOBJICHHH O€30MaCHOCTH MPOBOIUTCA B ClIydae
BO3MOKHOCTH TTOJTYUYEHHS OOHOBICHHI O€30MacHOCTH Pa3HBIMU CIIOcol0aMU U (WIH) U3
Pa3IUYHBIX UCTOYHUKOB.

3.2.2. CBepKa HOCHTHUYHOCTH OOHOBJICHHI O€30MacHOCTU NpeayCMaTPHBACT:

1) nonyueHue OOHOBICHUS O€30MACHOCTH PasHBIMU CrocodaMu U (WIIH)
IIONYYEeHHE OOHOBNECHUH O€30IMACHOCTH M3 PasIMYHBIX HUCTOUHUKOB (Hampumep, ¢ IP-
aJpEcOB, pacIONIOKEHHBIX Ha Tepputopuu Poccuiickoit Demepanuu, a Takke 3a ee
IIpEOCIaMH ),

2) pacuUeT KOHTPOJBHBIX CYMM OOHOBJIEHUI (€30MacHOCTH, MOTYUYEHHEIX Pa3HBIMH
crioco0amMu 1 (WIH) B3 pa3IHyHBIX HCTOYHUKOB,

3) cpaBHeHHME OOHOBRNCHHUI 0€301IaCHOCTH, MOMYUYCHHBIX PA3HBIMHU CMOCO0aMH U
(Unu) U3 pazHbIX UCTOUHUKOB, ITYTEM CPABHEHUS UX KOHTPOJIBHBIX CYMM.

3.2.3. Tlo pesynpTaraMm BBINOJHEHHA TeCTa OO/DKEH OBITH CACNIAH BHIBOA 0O
HICHTHYHOCTH OOHOBJICHHH O€30MaCHOCTH, MOIYUYEHHBIX PA3HEIMU COCO0aMH 1 (UJIH )
13 pa3HbIX HCTOYHHMKOB, B ¢ay4ae CXOKAEHUS KOHTPOJBHEIX CYMM OOHOBICHUI TeCT
CUMTAETCS YCMEIIHO MPOHICHHBIM.

3.2.4. B ciiyyae BBISBICHHSA HECOOTBETCTBHIH B KOHTPOJIBHEIX CYMMax OOHOBICHUI
0e30MMacHOCTH, yKa3aHHbBIE OOHOBJIEHUS 0€30MacHOCTH JIOJIKHBI OBITH

IPOAaHATTM3UPOBAHBI IIyTEM PYYHOIO aHAIN3a OOHOBJIECHUN (€30IacCHOCTH.
ITpoBepka NoANHHHOCTH OOHOB/IEHHIT 0€30MACHOCTH

3.3.1. IIporepka NOLIMHHOCTH OOHOBICHUI 0€30NMaCHOCTH NPOBOAMTCS B ClIydae
HAJTHYHA Y HCCIIEI0BATEN BO3MOXKHOCTH IIOIYHYHUTE (paiiii(bl ) 0OHOBIEHHS OE€30IIaCHOCTH
B pAcMaKkoBaHHOM (paciud)pOBAaHHOM) BHAE OO €ro VYCTAaHOBKU B CpEIe
()YHKIMOHMPOBAHUA, a TAKXKE IPU HAIMYHA NPEIOCTABISEMBIX Pa3padOTYUKOM
OOHOBNEHHS IITATHBIX CPEACTE ITPOBEPKM MNOMIMHHOCTH (aiina(oB) OOHOBICHHS
OE30IaCHOCTH.

3.3.2. IIpoBepka no4THHHOCTH OOHOBJICHHUI [IpeAyCMaTpUBAcT:

1) pacnakoBky (pacuHdpoBanue) daiinaos) OOHOBICHUS (€30NACHOCTH,;

2) onpenenieHue KPUTEPHEB IIPOBEPKH MOAJUHHOCTH (pailta(oB) OOHOBICHHSA

Oe30macHOCTH. B KauecTBE KPUTEPHER NPOBEPKH IOLIHHHOCTH aiinaoB) 0OHOBICHUA



MOTYT BBICTYIIATH KOHTPOJIBHBIE CYMMBI (pailyioB, 3JICKTPOHHAs LU(pOBas MOANUCH
aliioB HMAM HHBIE KPUTEPHH MNPOBEPKM NOMIMHHOCTH (paiiga(oB) OOHOBICHUA
0€30MaCHOCTH, MPEIOCTABIIEMBIE €0 PazpadoTUUKOM.

3.3.3. Qailn cuuTACTCA MONIMHHBIM, €CJIH KPUTEPUN NPOBEPKH MOLTHHHOCTH
haitna(o) oOHOBNEHUA OE€30IIACHOCTH, ONPEIOCICHHBIN HCCIEIOBATEIEM, MICHTHYCH
KPUTEPHIO, TIPETOCTARIEHHOMY pa3paboTuukoM o0HOBNEHUA Oe3omacHocTd. B cnyuae
YCTAHOBJICHHS IIOJUIMHHOCTH (paityia(oB) OOHOBIEHHS O€30MACHOCTH TECT CYUHTALTCA
YCIEWIHO NPOAIEHHBIM.

334, B chayyae HEYCIELIHOIO MPOXOXMIOCHHA TecTa, (aili(sl) oOHOBICHHMIH
0€30IIacCHOCTH, B KOTOPBIX BBISBICHBI HAPVIIEHUS MOMAIMHHOCTH WM MOANMHHOCTD
KOTOPBIX HEBO3MOXHO IIPOBEPHUTE, JO/DKHBI OBIThH IIPOBEPEHEl IIYTEM PYYHOTO aHANN3A

OOHOBJICHUA OE30MACHOCTH.
AHTHBHPYCHBIH KOHTPOJIb 00HOBJICHHH (0€¢30MACHOCTH

3.4.1. AHTHUBUPYCHLI KOHTPOJL OOHOBICHUH O€30MaCHOCTH 3aKIKYAaeTC B
BBIAB/ICHHM BPEIOHOCHBIX KOMIIBIOTEPHBIX MpOrpaMM (BHPYCOB) B HCCICOYEMOM
OOHOBNEHHM O€30MAcCHOCTH ¢ HCMOB30BAHUEM CPEICTB AHTUBUPYCHOM 3amuThl. g
IPOBEACHNS aHAIH3a HEOOX0AUMO UCTIONB30BATh HE MEHEE IBYX CPEACTB AHTUBUPYCHOMH
3aLUUTH Pa3HBIX pa3paboTUHKOB.

3.4.2. AHTUBHDYCHBIH KOHTPOIL OOHOBICHUH 0€30MacHOCTH MPeIyCMAaTPUBAET:

1) mpoBepky OOHOBACHUH O€30MACHOCTH CPEACTBAMHI AHTUBUPYCHOM 3aIlIUTHL 10
HX YCTAHOBKH;

2) MpOBEOCHME CHUTHATYPHOTO M 3BPUCTHUSCKOTO aHalW3a COISPKHMOTO
OTICPaTUBHOM naMsaTH, QaiiloBOH CHCTEMBI W 3arpy304HBIX CEKTOPOB  BCEX
HCMOJIB3YEMBIX HOCHTENECH HH(POPMALMH MO 3aBEPIICHUE) YCTAHOBKM OOHOBIICHUA
OE30IaCHOCTH.

3.4.3. TecT cuuTaeTCs YCNEIIHO MPONICHHBIM B CJIyYae OTCYTCTBUS MPU3HAKOB
BPEOOHOCHOH akTHBHOCTH B (painax oOOHOBICHUI O€30MacHOCTH H B CaMOM
IIPOrPaMMHOM OOECNCUEHHH MOCIE YCTAHOBKU OOHOBIICHUH O€30MACHOCTH.

3.44. B ciaydae HEYCIEIIHOIO MNPOXOKACHUS TecTa, (ailii(bl) OOHOBIEHHIA
0€30MacHOCTH, B KOTOPBIX BBISIBJIEHBI MTPU3HAKU BPEIOHOCHONW AKTMBHOCTH, IOMKHEL

OBITH IPOAHATH3MPOBAHDBI MYTEM PYUHOI'O aHaIu3a OOHOBICHUH 0¢30NaCHOCTH.



IToHck oMacHBIX KOHCTPYKIMIL B 0GHOBIEHHSIX 0€30MACHOCTH

3.5.1. IloMcK onacHBIX KOHCTPYKUHA B 0OHOBJICHHSIX O€30MaCHOCTH IIPOBOIUTCS B
C/Ty4ae HIMYHMS Y HCCISAOBATENS BO3MOKHOCTH MONYUUTE (aiin(el) oOHOBNEHUS B
pacnakOBaHHOM (paciiM(ppOBAHHOM ) BUJE JI0 UIH TIOCTIE YCTAHOBKU OOHOBJICHUS B Cpelie
(YHKLIHOHUPOBAHNA.

3.52. [Tlomck omacHeIX KOHCTPYKUHA B OOHOBICHHAX O€30MACHOCTH
IpEeayCMaTpUBacT:

a) MOUCK OMACHBIX KOHCTPYKLIMIA B OOHOBICHUAX O€30MACHOCTU ¢ MPUMEHEHUEM
HHIHNKATOPOB KOMNpoMeTaunn, Y ARA-NpaBuil 4 Apyrux crocodoB;

0) KOHTEKCTHBI IOMCK MOJUTHYECKUX OaHHEpPOB, JIO3YHIOB U ApYIOH
IIPOTHUBONPABHON UHPOPMALMK B OOHOBICHHUAX OE€30MaCHOCTH.

3.53. Teer cudTaeTcs YCOEIWIHO NPOHOSHHBIM B CIy4ae, €CIM  ONACHEBIC
KOHCTPYKLIH HE BBISBJICHBI.

3.54. B chaydae HEYCHEIIHOrO MPOXOXICHUS Tecta, (daia(sl) oOHOBICHUI
OE30MACHOCTH, B KOTOPBIX BBISBICHBI ONACHEBIC KOHCTPYKLMH, JOJDKHEI OBITH
IIPOAHATU3UPOBAHEL IIyTEM PYYHOIO aHaIN3a O0HOBICHHH 0€30NacHOCTH.

3.55. Ilpu npoeeneHMHM pPYYHOIO aHAIH3a HCCIENOBATEIEM JO/DKHO OBITH
HCCJICOOBAHO HA3HAYCHME BBIABICHHBIX OIACHBIX KOHCTPYKLHWM, NOATBEP)KACHA WIN

OIIPOBEPrHYTA MX OIACHOCTE.

MOHHTOPHHI AKTHBHOCTH OOHOBJICHHH 0€30MaCHOCTH B cpene

TeCTHPOBAHHS

3.6.1. MOHHTOPMHI AKTHBHOCTH OOHOBI¢HHI ©€30MacHOCTH B Cpeae
TECTHPOBAHUS 3aKJIHOUACTCS B TIOJNYHEHMH W AHATN3€ CBEACHHUH O TOBEACHUM
OOHOBNAEMOI0 ITPOrPaMMHOTO, IIPOTPaMMHO-aNIIApPaTHOTO CPEACTBA B Pe3yJIbTaTe ero
B3AUMOJEHCTBUA cO cpeaoi PyHKUHOHHPOBAHUS WM IPYTHMU IPOrPpaMMaMi, a Taroke
aHaTU3€ CBEACHHUI O B3aUMOACMCTBUM KOMIIOHEHTOB OOHOBJIGHHOTQ MPOTPAMMHOIOQ,
IIPOrPaMMHO-AMNIIApaTHOTO CPeACTRA.

3.6.2. MOHHTOPMHI AKTHBHOCTH OOHOBI¢HHI ©€30MacHOCTH B Cpele
(bYHKIIMOHHPOBAHUSA MPOBOAUTCS ITPH HATMHUUH BO3MOKHOCTH YCTAHOBKH HEOOXOAUMBIX
WHCTPYMEHTOB B CPEJe TECTUPOBAaHHS OOHOBIAEMOIO MPOrpPaMMHOrQ, MPOrpaMMHO-

anmapaTHOroO CpPeacTBa.



3.6.3. MOHHTOPMHI AaKTHBHOCTH OOHOBI¢HHI ©€30MacHOCTM B Cpele
TECTUPOBAHUSA IIPEAYCMATPUBACT HEOOXOIUMOCTD NPOBE ACHUS:

a) aHalM3a pEe3yJbTATOB BBIIOJHEHUS CUCTEMHBIX BBI30BOB OOHOBICHHOTO
IIPOTPAMMHOI0 00ECIEYEHHUS,

0) aHWIM3a NOJIYYACMBIX M OTHPABIAEMBIX OOHOBIEHHEIM IIPOIPAMMHEIM,
IIPOrPAMMHO-AMIIAPATHBIM CPEACTBOM CETEBEIX MAKETOB,

B) aHanM3a cocTaBa (painoBOM CUCTEMEI A0 U MOCIE YCTAHOBKM OOHOBJIEHUA
IIPOrPAMMHOT0, NPOrPaMMHO-ANNAPATHOIO CPEACTBA,

I') CHTHATYPHOT'O MOUCKA U3BECTHBIX YA3BUMOCTEN.

3.64. TecT cyuTaeTCs YCHEIIHO MNPOHACHHBIM, €CIM B XOJI€ MOHUTOPHHIA
AKTHBHOCTH OOHOBIICHAH OE€30MACHOCTH B CPEAE TECTUPOBAHNA HE BBEISBJICHO MIPU3HAKOB
HEIEKIAPUPOBAHHEBIX BO3MOYKHOCTEH.

3.6.5. B ciydae HEYCIEIIHOIO MNPOXOKICHUS TecTa, (ailii(bl) OOHOBIEHHIA
O€30IIaCHOCTH, B KOTOPBIX BBIABICHBI NMPU3HAKH HEICKIAPHPOBAHHEBIX BOIMOXHOCTEN,

JOMKHEI OBITH ITPOAHATTH3UPORAHEI MYTEM PYUYHOIO aHAIM3a OOHOBJICHH O€30IIaCHOCTH.
PyuHoil aHaau3 00HOBJICHHIH 5€301ACHOCTH

3.7.1. PyuHoll aHanu3 0OHOBNEHHUH 0€30MaCHOCTH IPOBOJIUTCS B CNIy4Yae, €CIU MO
PE3YIALTATAM BBIIIOJIHEHUA TECTOB!

a) BBIABJIEHHI pa3Iu4¥s B OOHOBJICHUSX O€30MacHOCTH, MOJMYUYEHHEIX PAa3HBIMU
crioco0aMu 1 (WIH) U3 Pa3HBIX HCTOYHUKOB;

0) HeyenemHo NpoHaeH TECT MOMAJMHHOCTH  aiina(oB) OOHOBICHUA
Oe30IIacHOCTH,

B) BBISABJCHBl TIPU3HAKW BPEIOHOCHOH AaKTMBHOCTH B (aiinax oOHOBIECHUS
OE30MACHOCTH B PE3YJIBTATE AHTUBHPYCHOIO KOHTPOJIA WIH MOHMUTOPUHITA AKTUBHOCTH
0OHOBNEHNA O€30NaCHOCTH B ¢pele PyHKUMOHUPOBAHUS,

I') OOHAPY>KEHBI ONTACHBIE KOHCTPYKIIUHU.

3.7.2. Pyunoii aHanu3 oOHOBICHMI 0€30MACHOCTH MPOBOAWUTCS B OTHOIUCHHU
KOMIIOHEHTOB OOHOBJICHHUIA O€30MACHOCTH, B KOTOPHIX MO PE3yJIbTATAM MIPOXOXKICHUA
TIEPEUNC/IEHHBIX BBILE TECTOB BBISBACHBI YKA3aHHBIE B MyHKTE 3.7.1 HACTOALIEro
PernaMmeHra ycioBus.

B cityuae eciM py4qHO#H aHaTH3 NPOBECTH HEBO3MOXKHO, HCCIICIOBATENECM JCIACTCS



BBIBOJ O HAIMYHH B OOHOBICHHM OE€30MACHOCTH MNPH3HAKOB HEACKIAPHUPOBAHHBIX
BO3MOKHOCTEH.

3.7.3. PyuHoii aHaimu3 00HOBJIEHUS 0€30MaCHOCTH IPENYyCMATPUBAET:

a) aHAMU3 JIOMUKY paboTHI (B TOM YHCAE TU3ACCEMOTUPOBAHUE MU AEKOMITUIISILIUS
OHHAPHOTO KOJA MPU HATMYMH COOTBETCTBYIOLIMX BO3MOKHOCTEM ),

0) HCCIEeNOBAHME KOMIIOHEHTOB OOHOBICHHUS O€30MAaCHOCTH ¢ MOMOILIBI)
OTIAAYUKOB U TPACCUPOBIIUKOB,

B) IIPOBEPKH HaIM4Kid B OOHOBICHHH O€30IACHOCTH KIKUEBOH HHbOpMauuu
(Imapoe#, CeKPEeTHBIX KIIOYEH B APYToi dYyBCTBUTEIBHON HHPOPMALIMK ),

I') CTATHHMECKOTO M JUHAMHYECKOrO aHaau3a (NMpH HAIMYUHM UCXOMIHBIX KOJIO0B
OOHOBJICHHIT OE30IIaCHOCTH ).

3.7.4. Tlo pe3ynpTataM MPOXOKICHUA TECTA UCCIIEOBATENIEM OENAETCA BEIBOI O
MOATBEP/KACHUN HAMUYMA WIH  OTCYTCTBHUS  BBUIBICHHBIX paHee MPU3HAKOB
HEICKIAPUPOBAHHEBIX BO3MOXKHOCTEH B KOMITOHEHTE(ax ) OOHOBIAEMOrO MPOrPAMMHOIQO,
IIPOTrPAMMHO-ANIIAPATHOTO CPEACTBA.

3.7.5. B ciaydae eciy IO pe3yasTaraM PYy4YHOro TECTUPOBAHUS B OOHOBICHUH
0€30MAaCHOCTH  BBIABIEHBI BPEAOHOCHOE MPOrpaMMHOE 0o0ecmedyeHue W (UJIM)
HEACKJIAPUPOBAHHBIC ~ BO3MOXHOCTH, YKa3aHHas  WHPOPMALMA  HANpPABIACTCA
B ®CTOK Poccnn n HanmoHaNBHEIH KOOPAMHALHOHHEIA LEHTP MO KOMIBKOTEPHBIM

nHuuaeHTaM (HKIKH) B COOTBETCTBUM ¢ YCTAHOB/ICHHBIM PETTTAMEHTOM.



OPOPMJIEHHUE PE3YJIBTATOB TECTHPOBAHUA

4.1. Pesynbrarel aHanmsa oOHOBIeHuil 6e3zonmacHOCTH OQOPMIISIIOTCS B BHIC
oTueTa. B 0TYeTe NOMKHBI OBITH OTPAKEHBI ONUCAHUE TECTOROH Cpenasl, CBEACHUS 00
VA3BUMOCTAX, Ha YCTpaHEHHE KOTOPBIX HAMpPABICHO OOHOBICHHE O€30MacHOCTH,
PE3YABTATHI KAKIOTO TECTA, IPOBEICHHOTO B COOTBETCTBUM ¢ PA3IE/IOM 3 HACTOALLETO
PernameHra.

4.2. OtyeT aHaan3a OOHOB/ICHU S OE30MACHOCTH BKIIOYAET CEVIOLUIUE CBEACHUS:

a) HAaMMEHOBaHHEe OOHOBIIEHHA 0€30IIaCHOCTH,

0) CBEOCHHMS O MECTE Pa3MCILICHHA OOHOBICHUSA O€30MACHOCTU, KOHTPOJBHBIX
cyMMax OOHOBJEHHs O€30MAcHOCTH, JaTe BBIIYCKA OOHOBJICHUS O€30MacHOCTH,
pazpadoTunke 0OHOBNEHHA OE30IIACHOCTH, BEPCHHU IIPOrPaMMHOTO 00eCNeUCHNS,

B) CBeACHUA 00 VA3BUMOCTAX, HA YCTPAHCHHE KOTOPEIX HAIIPABICHO OOHOBJICHHE
0€30MacHOCTH,

I') HAMMEHOBAHKE IIPOBEACHHBIX TECTOB,

1) PE3YALTATH aHAIU3a (YCIIEIIHO/HE YCMELIHO ),

¢) OMUCaHHe Pe3yJbTATOB AHAJIM3a, BKIKOUAS CPEICTBA MPOBEACHUS aHANM34,
Cpelly TECTUPOBAHUSA, BBISBICHHBIC MPU3HAKM HEACKIAPHUPOBAHHBIX BO3MOXKHOCTEH,
OTIMCAHUE TIPOBEICHHBIX TECTOB.

43. Jlma TeCcTOB, IO  PE3YNbTaTaM  KOTOPEIX  BBIABICHH  MPHU3HAKH
HENEKIAPUPOBAHHBIX BO3MOKHOCTEH, B OTUET TECTUPORAHUS OOHOBIEHUH 0e30MacHOCTH
JOKHA OBITH BKJIFOUEHA BCA TEXHUYECKasd HHGpopMauuda, HeoOxoaumas 11 NOACHECHUA
BBIMOJTHCHHBIX B XOJC HCCIIEOOBAHUA ONEPALU M PE3YJIbTATOB, MOJYUYEHHBIX B XOI&
UCC/ICAOBAHUI (B TOM YHCIE BCE OTYETHI MHCTPYMEHTAIBHBEIX CPEACTB aHANM3a U
KOHTPOJIA).

B OTHOIIEHHM BBISABIEHHBIX NPU3HAKOB HEACKIAPUPOBAHHBIX BO3MOKHOCTECH
WCCNICA0BATENEM ONPEASIAITCA OrPaHHUEHUS M YCIOBHA, NPU KOTOPBIX YCTAHOBKA
OOHOBJICHUA OE30IIACHOCTH BO3MOKHA. YKA3aHHBIE CBEICHUA BKIIOYAKOTCS B OTYET

aganza oOHOBIEHHH DE30MaCHOCTH.



YCTAHOBKA OBHOBJ/IEHHUH BE30IMMACHOCTH
ITPOT'PAMMHBIX, ITPOT'PAMMHO-AIIIIAPATHBIX CPEJACTB
AN TBI THOOPMALINHU H HHOT'O ITPOT'PAMMHOI'O
OBECIIEYMEHUA

IIpy TpUHATHM PELWICHUS O pe3yJpTaTax TECTUPOBAHUSA  OOHOBIICHUM
0€30IIacCHOCTH
IPOrPaMMHBIX, NPOrPaMMHO-ANNAPaTHBIX CPEACTE PEANU3YETC CIEIYIOIUNE TOPSAOK
OTIPEHCNICHUA BO3MOXHOCTH YCTAHOBKM OOHOBJICHHH MPOTPAMMHBIX, IPOTPAMMHO-
ANIapaTHBIX CPEICTB.

1. BBIBOZ O BO3MOKHOCTH YCTAHOBKH OOHOBJIEHUH O€30MaCHOCTH.

1.1. B OTHOWEHHH NPONPHETAPHBIX IMPOrPAMMHBIX, [POrPAMMHO-ANIAPATHEIX
CPEOCTB H CBODOOHO pPACHpPOCTPAHAEMOrO MPOIrPAMMHOTO OOECIEUeHHA BBIBOI O
BO3MOKHOCTH YCTAHOBKH OOHOBJICHUS O€30MACHOCTH (POPMUPYETCS HA OCHOBE
BBINOJIHEHHS CIICAYOLIUX TECTOB:

— CBEpKAa MIOCHTUYHOCTH OOHOBJI¢HME ©Oe30macHOCTH M (WJM) IIPOBEpKa
O/UTHHHOCTH OOHOBJICHU 0€30MacHOCTH;

— QHTUBUPYCHBIH KOHTPOJh OOHOBICHUIA 0€30MaCHOCTH U (M/IM) MOUCK OMACHBIX
KOHCTPYKLHI 5e30MacHOCTH;

—  MOHHUTODHHT  AKTHMBHOCTM  OOHOBJICHHH  O€30IMacCHOCTH B Cpele
(bYHKIIMOHHPOBAHUSA.

1.2. B oTHOWIeHUU OOHOBJICHHMI OE30MACHOCTH IPOrPaMMHOIO 00eCHneueHUs C
OTKPBITBIM KOIOM BBIBOA O BO3MOJKHOCTH YCTAHOBKM OOHOBICHUA O€30MACHOCTH
(hOpMUPYETCS Ha OCHOBE BHIMOJHEHUS CJIEAYIOIIUX TECTOB:

— IIPOBEPKA MOUIMHHOCTH OOHOBIEHUH O€30MacHOCTH,

— QHTHBUPYCHEIA KOHTPOJL OOHORICHUI 0€30MacHOCTH,

—  MOHHUTODHHT  AKTHMBHOCTM  OOHOBJIEHHH  0€30MacHOCTH B Cpele
(YHKIHOHUPOBAHNUA,

- PYYHO#H aHaIK3 0OHOBICHHH BE30MaCHOCTH.

2. OueHKa pe3y/IbTaTOR BBIMNOHEHHBIX TECTOB.

2.1. Ecnu mo pe3yabTaraM BBITIOJIHEHHUS TECTOB PE3YJIBTATHl PEeaM3alMd BCEX
TECTOB ABJISAIOTCSH IIOJIOKUTENBHBIME, OOHOBICHUE 0€30MACHOCTH ABIAETCS 0€30MacHBIM

N ¢r0 YCTAHOBKA BO3MOKHA.



2.2. Ecau mo pe3ysbTataM BBLITIOJIHEHHS TECTOB PE3YJIbTATHl PEAU3allii OIHOTO
WM Oosiee TECTOB ABNAIOTCA NMOTECHUHAIBHO OMNACHBEIMM MU HU OIWH U3 TECTOB HE
SIBJISIFOTCST  OMACHBIMH, OOHOBJICHHE O€30MacCHOCTH MO:KET OBITh YCTAHOBIEHO MNpU
OTIPENIENICHHBIX OMPAHHYEHUAX.

OrpaHu4yeHUs ONMPEASIIAIOTCA HCCJICIOBATENIEM 110 PE3YIbTATAM TECTHUPOBAHHA H
MOTYT OBITB YTOYHEHBI OINEPATOPOM HH(POPMAIMOHHOH CUCTEMBI € VUETOM

0COOEHHOCTEH €€ apXUTEKTYPH! U (PYHKLMOHHPOBAHHUS.



